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Acceptable Use of Artificial Intelligence (AI) Tools


All employees are expected to adhere to the following best practices when using AI tools:

A. Evaluation of AI tools: Users must seek approval from management and/or their vCISO before evaluating any AI tool. Evaluation shall include reviewing the tool’s security features, terms of service, and privacy policy. The reputation of the tool developer must be reviewed as well as any third-party services used by the tool.

B. Protection of confidential data: Employees must not upload or share any data that is confidential, proprietary, or protected by regulation without prior approval from management and/or your vCISO. This includes data related to customers, employees, or partners.

C. Access control: Employees must not give access to AI tools used by CMIT to anyone unapproved to use the tools or anyone outside the organization. This includes sharing login credentials or other sensitive information.

D. Use of reputable AI tools: Employees should only use reputable AI tools once permission is granted by CMIT and be cautious when using tools developed by individuals or companies without established reputations. Any AI tool used by employees must meet our security and data protection standards.

E. Compliance with security policies: Employees must apply the same security best practices we use for all company and customer data. This includes using strong passwords, keeping software up-to-date, and following our data retention and disposal policies.

F. Data privacy: Employees must exercise discretion when sharing information publicly. AI tools such as ChatGPT or Google Bard are public, meaning if any CMIT documents or data is uploaded to these tools, it is comparable to posting CMIT information to a public website or social media.





How to Use This Template

This AI Acceptable Use Policy template is designed to help your organization establish clear guidelines for the safe and responsible use of AI technologies in the workplace.
Before implementation, review and customize this document to align with your company’s operations, security requirements, approved AI tools, and compliance standards. We recommend involving leadership, IT, HR, and legal stakeholders as needed.
Once finalized, distribute the policy to employees and include it alongside your existing cybersecurity, privacy, and employee handbook documentation.


Disclaimer

This template is provided for informational purposes only and does not constitute legal advice. Organizations should consult legal, compliance, or cybersecurity professionals before adopting or implementing any policy related to Artificial Intelligence usage.
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